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Enterprise Risk

Strategic § Environmental Operational § Compliance

Risk Risk Risk Risk

IT-related Risk

IT Benefit/Value | IT Programme and | IT Operations and
Enablement Risk Project Delivery Risk Service Delivery Risk |
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IT Risk

(Font Westerman. MIT Sloan CISR,2005)

Enterprise IT Risks

Ivia emen

« Availability * Information protection + Data accuracy, * Ability to
timeliness, and implement major

+ Business continuity
« Disaster recovery .

Knowledge sharing "
consistency
Preventing malicious

strategic change

+ Regulatory compliance

IT Risk Factors
Vendors &

Technology & Applications & People & - Policy &
N a e nformation - il P rtn % Proce

attacks

« Architecture

+ Configuration « Turnover * SLAs « Controls « Cost cutting
management complexity - Skills planning + Use of firm's architecture « Organizational
- Degree of * Redundancy - Recruiting/ methods/standards « Degree of Complexity
standardization . pData consistency training « Sole source standardization . Funding
- Age of « Degree of « IT/Business « Customer risk « Degree of processes
technology customization Relationship tolerance accountability
External Threats
New regulation
Virus
Geopolitical |
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De peqguenos nos ensenaron:

e
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El gran problema del consejo de
administracion

» Por qué el firewall no bloqueo la entrada no autorizada?

e Porgue el atacante era muy listo y tenia muchos medios
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Threat

Vulnerability
to Attack
Exists

Source l

Unacceptable
Risk
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» Por qué el firewall no bloqudé entrada no autorizada?

Workshop ciberdelincuencia 5-11-2010

Porque no habiamos implantado un sistema de analisis de
riesgos

© 2010 Ant
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oni Bosch

[Actor]
¢ |nternal (staff, contractor)

Risk IT. ISACA 2009

Threat Type

e Malicious

e Accidental/error
* Failure

e Natural

e External requirement

¢ External (competitor,
outsider, business partner,
regulator, market)

Workshop ciberdelincuencia 5-11-2010

Event

* Disclosure

* |nterruption

¢ Modification

o Theft

* Destruction

* |neffective design

* |neffective execution
* Rules and regulations
* |[nappropriate use

IT-GOVERNANCEH]

Asset/Resource

 People and organisation
 Process

e Infrastructure (facilities)
e |T infrastructure

e Information

e Applications

Time
e Duration

* Timing of occurrence
(critical, non-critical)
* Timing to detect

© 2010 Antoni Bosch
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Input Risk Assessment Activities Output m
INSTITUTE
Stepl. e OF AUDIT &
System Characterization * System and Data IT-GOVERNANCH
Criicalty
+ System and Data
Semsitivity
* History of system attack: 3
+ Data from inteligence: Threat Identification
agencies, NIPC, 0IG,
FedCIRC. mass media
. sk *
assessments Step 3.
oo v o
+ Security requirements ?
- Securitytestresults,
+ Current controls Step 4. Control Analysis Listof Cortent and
* Planned controls ‘Planned Controls
\ 4
* Threat source motivation stens
« Threat capacity tep 5. L p| Lielihood Rating
Y Likelihood Determination
- Curtent controls
s Step 6. Impact Analysis
« Asset critcalify assessment
* Loss of Integrity
e « Loss of Availability
L + Loss of Confidentiality
- Likelibood of threat l
exploiation
* Magnitude of impact Step 7. Risk Determination
« Adequacy of planned or
current control
Step 8.
Control Recommendations
Workshop ciberdelincuel i
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* Por qué el firewall no bloquda entrada no autorizada?

» Porque nos faltaba la gestion de riesgos
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Business Quick
¢ Case Wins

Business
Case
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» Por qué el firewall no bloquda entrada no autorizada?

e Porque no teniamos un sistema de gestién de seguridad
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IT Baseline Protection Manual

Improvement, optimization

Workshop ciberdelincuencia 5-11-2010 -p.13

Life cycle of Deming (PDCA-Model)

Planning and conception (,,plan®)

Implementation (,,do*)

(,act)

Performance review, Monitoring of
achievements (,,check®)

© 2010 Antoni Bosch
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IT Baseline Protection Manual

:
;

Workshop ciberdelincuencia 5-11-2010 -p.14

The lifecycle of an IT security policy

Selecting a method for risk
Classifying risks and

Risk assessment
Developing a strategy fo

= Development an implementation plan for the IT security
= Implementation of IT security
. Supervis_ing and co_nlrolling the_

« Detection of IT security incidents during usual
* Checking if the requirements are being complied
. Checking the su'rta_bility and efficacy of_IT security

= Debugging

© 2010 Antoni Bosch
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INSTITUTE

ISO 27000 1 25 00R

1-POLITICA DE SEGURIDAD
2-ESTRUCTURA ORGANIZATIVA PARA LA SEGURIDAD

3-CLASIFICACION Y CONTROL DE ACTIVOS

S-SEGURIDAD 6-GESTION DE
4-SEGURIDAD FISICA COMUNICACIONES
EN EL PERSONAL Y DEL

Y OPERACIONES 8-DESARROLLO Y
MANTENIMIENTO
E SISTEMAS

ENTORNO

7-CONTROL DE ACCESOS
9-GESTION DE INCIDENCIAS

10-GESTION DE CONTINUIDAD DEL NEGOCIO

11-CUMPLIMIENTO

INSTITUTE
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IT-GOVERNANCE]

* Por qué el firewall no bloquda entrada no autorizada?

» Porgue no habiamos implantado un sistema de gestion de
servicios Tl
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Sistemas de Gestion

®3)

Gestion de la Responsabilidad

Requerimientos , Competencias

, Documentacién
, Salvaguardas &Formacio|

Planificacion&mplementacion (4)

Planificacién, Implementacién, Monitorizacién, Mejora

(Plan, Do,

Check, Act)

Planificacion nuevos servicio  (5)Planificacién y Implementacién de nuevos o servicios modificados

Proceso de la provision de servicio  (6)

Gestion de la capacidad
Continuidad del servicio &
Gestion de la disponibilidad

Procesos de Entrega
(10) (8)

Gestion de Entrega

Gestion de Niveles de servicio
Informes del servicio

Procesos de Control (9)
Gestion de la configuracion
Gestion del Cambio

Procesos de Resolucion

Gestion de Incidentes
Gestién de Problemas

Seguridad de la seguridad
De la informacion
Presupuestos &Contabilidad

Del servicio

@

Procesos Relacionales

Gestion de las relaciones con
el negocio -
Gestion de Suministradores
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» Por qué el firewall no bloqudé entrada no autorizada?

e Porgue nos faltaban mas estandares que seguir
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International
Organization for
Standardization

ISO/IEC 7064:2003

ISO/IEC 9796-2:2002
ISO/IEC 9796-3:2000
ISO/IEC 9797-1:1999
ISO/IEC 9797-2:2002
ISO/IEC 9798-1:1997
ISO/IEC 9798-2:1999

ISO/IEC 9798-
2:1999/Cor 1:2004

ISO/IEC 9798-3:1998
ISO/IEC 9798-4:1999
ISO/IEC 9798-5:2004

ISO/IEC 9798-6:2005

Workshop ciberdéﬁm#?&!aa g-eﬂg%lo

Information technology -- Security techniques -- Check charactesystems

Information technology -- Security techniques -- Digital signatue schemes giving message recovery --
Part 2: Integer factorization based mechanisms

Information technology -- Security techniques -- Digital signatue schemes giving message recovery --
Part 3: Discrete logarithm based mechanisms

Information technology -- Security techniques -- Message Authgication Codes (MACs) -- Part 1:
Mechanisms using a block cipher

Information technology -- Security techniques -- Message Authgication Codes (MACs) -- Part 2:
Mechanisms using a dedicated hash-function

Information technology -- Security techniques -- Entity authenication -- Part 1: General

Information technology -- Security techniques -- Entity authenication -- Part 2: Mechanisms using
symmetric encipherment algorithms

Information technology -- Security techniques -- Entity authenication -- Part 3: Mechanisms using
digital signature techniques

Information technology -- Security techniques -- Entity authenication -- Part 4: Mechanisms using a
cryptographic check function

Information technology -- Security techniques -- Entity authenication -- Part 5: Mechanisms using
zero-knowledge techniques

Information technology -- Security techniques -- Entity authenication -- Part 6: Mechanisms using

-p. 19 © 2010 Antoni Bosch

International
Organization for
Standardization

ISO/IEC 9979:1999

ISO/IEC 10116:1997
ISO/IEC 10118-1:2000

ISO/IEC 10118-2:2000

ISO/IEC 10118-3:2004

ISO/IEC 10118-4:1998

ISO/IEC 11770-1:1996

ISO/IEC 11770-2:1996

ISO/IEC 11770-2:1996/Cor

1:2005

ISO/IEC 11770-3:1999

Workshop ciberdelincuencia 5-11-2010

Information technology -- Security techniques -- Procedures fothe registration of
cryptographic algorithms

Information technology -- Security techniques -- Modes of operatih for an n-bit block cipher
Information technology -- Security techniques -- Hash-functions- Part 1: General

Information technology -- Security techniques -- Hash-functions- Part 2: Hash-functions
using an n-bit block cipher

Information technology -- Security techniques -- Hash-functions- Part 3: Dedicated hash-
functions

Information technology -- Security techniques -- Hash-functions- Part 4: Hash-functions
using modular arithmetic

Information technology -- Security techniques -- Key management Part 1: Framework

Information technology -- Security techniques -- Key management Part 2: Mechanisms
using symmetric techniques

Information technology -- Security techniques -- Key management Part 3: Mechanisms

using asymmetric techniques
Pag: 20
-p. 20 @9910 Antoni Bosch




International
Organization for
Standardization

ISO/IEC 13335-1:2004

ISO/IEC TR 13335-3:1998

ISO/IEC TR 13335-4:2000

ISO/IEC TR 13335-5:2001

ISO/IEC 13888-1:2004

ISO/IEC 13888-2:1998

ISO/IEC 13888-3:1997

ISO/IEC TR 14516:2002

ISO/IEC 14888-1:1998

ISO/IEC 14888-2:1999

ISO/IEC 14888-3:1998

Information technology -- Security techniques -- Managemenf information and communications technology security --
Part 1: Concepts and models for information and communiations technology security management

Information technology -- Guidelines for the management of T Security -- Part 3: Techniques for the management of T
Security

Information technology -- Guidelines for the management of T Security -- Part 4: Selection of safeguards

Information technology -- Guidelines for the management of T Security -- Part 5: Management guidance on network
security

IT security techniques -- Non-repudiation -- Part 1: Geneal

Information technology -- Security techniques -- Non-repdiation -- Part 2: Mechanisms using symmetric techniques
Information technology -- Security techniques -- Non-repdiation -- Part 3: Mechanisms using asymmetric techniques
Information technology -- Security techniques -- Guidelies for the use and management of Trusted Third Party seices
Information technology -- Security techniques -- Digital synatures with appendix -- Part 1: General

Information technology -- Security techniques -- Digital sjnatures with appendix -- Part 2: Identity-based mechanisms

Information technology -- Security techniques -- Digital sgnatures with appendix -- Part 3: Certificate-based mechanias

ISO/IEC 14888-3:1998/Cor

1:2001
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International
Organization for
Standardization

ISO/IEC 15292:2001

ISO/IEC 15408-1:2005

ISO/IEC 15408-2:2005

ISO/IEC 15408-3:2005

ISO/IEC TR 15443-
1:2005

ISO/IEC TR 15443-
2:2005

ISO/EECTR
15446:2004

ISO/IEC 15816:2002

ISO/IEC 15945:2002

ISO/IEC 15946-1:2002

ISO/IEC 15946-2:2002

ISO/IEC 15946-3:2002

ISO/IEC 15946-4:2004

Information technology - Security techniques - ProtectiorProfile registration procedures

Information technology -- Security techniques -- Evaluatiorcriteria for IT security -- Part 1: Introduction and general model

Information technology -- Security techniques -- Evaluatiorcriteria for IT security -- Part 2: Security functional r equirements

Information technology -- Security techniques -- Evaluatiorcriteria for IT security -- Part 3: Security assurance regiirements

Information technology -- Security techniques -- A framewdk for IT security assurance -- Part 1: Overview and framevork

Information technology -- Security techniques -- A framewek for IT security assurance -- Part 2: Assurance methods

Information technology -- Security techniques -- Guide fothe production of Protection Profiles and SecurityTargets

Information technology -- Security techniques -- Securitynformation objects for access control

Information technology -- Security techniques -- Specifiation of TTP services to support the application of djital signatures

Information technology -- Security techniques -- Cryptograplic techniques based on elliptic curves -- Part 1: Genal

Information technology -- Security techniques -- Cryptograplic techniques based on elliptic curves -- Part 2: Digitadignatures

Information technology -- Security techniques -- Cryptograplic techniques based on elliptic curves -- Part 3: Key tblishment

Information technology -- Security techniques -- Cryptograplic techniques based on elliptic curves -- Part 4: Digitalignatures giving
message recovery

Workshop ciberdelincuencia 5-11-2010 -p.22 © 2010 Antoni Bosch
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International
Organization for

Standardization
ISO/IEC TR Information technology -- Security techniques -- IT intrusiondetection framework
15947:2002
ISO/IEC Information technology -- Security techniques -- Code of practie for information security management
17799:2005

ISO/IEC 18014-  Information technology -- Security techniques -- Time-stampingservices -- Part 1: Framework

1:2002

ISO/IEC 18014-  Information technology -- Security techniques -- Time-stampingservices -- Part 2: Mechanisms producing
2:2002 independent tokens

ISO/IEC 18014-  Information technology -- Security techniques -- Time-stampingservices -- Part 3: Mechanisms producing
3:2004 linked tokens

ISO/IEC 18028-  Information technology -- Security techniques -- IT network seurity -- Part 3: Securing communications
3:2005 between networks using security gateways

ISO/IEC 18028-  Information technology -- Security techniques -- IT network seurity -- Part 4: Securing remote access

4:2005

Workshop ciberdelincuencia 5-11-2010 -p.23 © 2010 Antoni Bosch

International
Organization for
Standardization

ISO/IEC 18031:2005

ISO/IEC 18032:2005

ISO/IEC 18033-
1:2005

ISO/IEC 18033-
3:2005

ISO/IEC 18033-
4:2005

ISO/IEC TR
18044:2004
ISO/IEC 18045:2005
ISO/IEC 21827:2002

ISO/IEC 27001:2005

Information technology -- Security techniques -- Random bit gemation

Information technology -- Security techniques -- Prime numbegeneration

Information technology -- Security techniques -- Encryption algorihms -- Part 1: General
Information technology -- Security techniques -- Encryption algorihms -- Part 3: Block ciphers
Information technology -- Security techniques -- Encryption algorihms -- Part 4: Stream ciphers
Information technology -- Security techniques -- Information searity incident management
Information technology -- Security techniques -- Methodology for ITsecurity evaluation
Information technology -- Systems Security Engineering -- Capabtly Maturity Model (SSE-

CMM®)

Information technology -- Security techniques -- Information searity management systems --
Requirements

Workshop ciberdelincuencia 5-11-2010 -p.24 © 2010 Antoni Bosch
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» Por qué el firewall no bloqudé entrada no autorizada?

» Porgue no definimos bien el control interno

Workshop ciberdelincuencia 5-11-2010 -p. 25 © 2010 Antoni Bosch
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ITE

The COSO*“Cube” It

(Font COSO)
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IT-GOVERNANCEH]

» Por qué el firewall no bloqudé entrada no autorizada?

» Porgue nos faltaba afiadir al control interno la parte de
seguridad de TI

Workshop ciberdelincuencia 5-11-2010 -p.28 © 2010 Antoni Bosch
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The CoBIT “Cube” e

(Font IT Governance Institute Cobit 4.0, USA 2005)

Business Requiremenis

TATTG]

INSTITUTE

2
DOMAINS . 2 g
= = §
w 2 B *
@ 2 8|2
2 | PROCESSES — £ | E|E
8 ﬁ = | E
8 — e
g <
= |
ACTIVITIES ]
S
§) “ ‘ s
=)
Q&
A\
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ITGI Cobit 4.0, USA 2005

IT

MEZ1 Monitor and evaluate IT performance.

DS1 Define and manage service levels.
DS2 Manage third-party services.

DS3 Manage performance and capacity.
DS4 Ensure continuous service.

DS5 Ensure systems security.

DS6 Identify and allocate costs.

DS7 Educate and train users.

DS8 Manage service desk and incidents.
DS9 Manage the configuration.

DS10 Manage problems.

DS11 Manage data.

DS12 Manage the physical environment.
DS13 Manage operations

RESOURCES

ME2 Monitor and evaluate internal control.
MES3 Ensure regulatory compliance. I .
ME4 Provide IT governance. i ﬁ?grl:.ﬁ:ttli?)gs
‘ nfrastructure
* People PLANNING AND
ORGANISATION
MONITORING /

PO1 Define a strategic IT plan.
PO2 Define the information architecture.

PO3 Determine technological direction.

PO4 Define the IT processes, organisation and
relationships.

PO5 Manage the IT investment.

PO6 Communicate management aims and direction.
PO7 Manage IT human resources.

PO8 Manage quality.

PO9 Assess and manage IT risks.

PO10 Manage projects.

AQUISITION AND
IMPLEMENTATION

Al1 Identify automated solutions.

Al2 Acquire and maintain application software.

AlI3 Acquire and maintain technology infrastructure.
Al4 Enable operation and use.

Al5 Procure IT resources.

Al6 Manage changes.

Al7 Install and accredit solutions and changes.

15
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» Por qué el firewall no bloquda entrada no autorizada?

e Porque nos faltaba integrar los sistemas con calidad

Workshop ciberdelincuencia 5-11-2010 -p.31 © 2010 Antoni Bosch
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SCOPE OF COVERAGE

Workshop ciberdelincuencia 5-11-2010 -p.32 © 2010 Antoni Bosch
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» Por qué el firewall no bloqudé entrada no autorizada?

INSTITUTE
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IT-GOVERNANCE]

* Porgue no tenemos un modelo de governanza del riesgo
Workshop ciberdelincuencia 5-11-2010 -p.33 © 2010 Antoni Bosch
Risk IT. Risk Governance IKI N STIITIUTGE
Ensure that IT risk it OF AUDIT &
ISACA 2009 practces are embected 1 he. IT-GOVERNANGE
enterprise, enabling it to secure
optimal risk-adjusted retum.
Integrate
With
; Make
Common Risk\  Business
View Decisions
Analyse
Risk
Aticulate [ Reactto . Collect i
Risk Events it Data Profile
Risk Response Risk Evaluation
Ensure that IT-related risk issues, Ensure that [T-related risks and
opportunities and events are opportunities are identified, analysed
addressed in a cost-effective manner | and presented in business terms.
and in line with business priorities. —
Workshop ciberdelincuencia 5-11-2010 -p.34
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* Por qué el firewall no bloquda entrada no autorizada?

» Porque no tenemos un modelo de buen gobierno TIC

Workshop ciberdelincuencia 5-11-2010 -p.35

© 2010 Antoni Bosch

¢, Modelos IT-Governance?

MIT-CISR

LAS 5 PRINCIPALES
DECISIONES

(Weill & Ross. IT-Governance.
HBSP,2004)

Principios IT

COBIT
IT-GOVERNANCE
Las 5 AREAS

(IT Governance Institute Cobit 4.1, USA
2007)

ISO 38500
LOS 6 PRINCIPIOS

(1SO 38500 ISO/IEC JTC1/SC7,2008)

Arquitectura IT

Alineamiento estratégico

Responsabilidad

Infraestructura IT

Entrega de Valor

Estrategia

Aplicaciones de
negocio

Gestion de Recursos

Adquisicién

Inversiones y
prioridades

Gestion de Riesgos

Performance

Medida del Performance

Cumplimiento

Workshop ciberdelincuencia 5-11-2010 -p.36

Factor Humano
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Después de mil explicaciones
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Principio de Parkinson

TATTG]
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Ley del Trabajo: el

OF AUDIT &
IT-GOVERNANCE]

Todo trabajo tiende a incrementarse hasta llegar
al limite maximo del tiempo disponible.

Hipotesis de la demora-patron:

Se fija un tiempo minimo para la ejecucién de un
trabajo, e inferior a este tiempo es imposible ejecutarlo.

Ley de Banalidad:

El tiempo dedicado a la direccién de un tema es
inversamente proporcional a su importancia.

Principio de la comision:

Las comisiones nacen, crecen, se reproducen y se
reproducen muchisimo.

Principio del bloqueo de la administracion:

Las organizaciones sélo trabajan de forma
eficiente hasta que estan a punto de desaparecer.

Workshop ciberdelincuencia 5-11-2010 -p.39 © 2010 Antoni Bosch
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Teorema del punto gordo
y la recta astuta

Workshop ciberdelincuencia 5-11-2010 - p. 40 © 2010 Antoni Bosch
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Workshop ciberdelincuencia 5-11-2010 -p.41 © 2010 Antoni Bosch
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La cruda realidad

Workshop ciberdelincuencia 5-11-2010 -p. 42 © 2010 Antoni Bosch

21



TATTG]

INSTITUTE
OF AUDIT &

LOS POR QU Es 2]

e Por qué el firewall no bloqueo la entrada no autodada?

. Porque el atacante tenia el password

e Por qué el atacante tenia el password?

. Porque se lo dié un empleado

e Por qué se lo dié un empleado?

. Porque no era consciente del peligto

e Por qué no era consciente del peligro?

. Porque nadie se lo explico

e Por qué nadie se lo explic6?

. Porque la formaciéon no es importante y

e muy compleja, y muy costosay muy .......

Workshop ciberdelincuencia 5-11-2010 -p.43 © 2010 Antoni Bosch
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¢, Qué podemos hacer?

Workshop ciberdelincuencia 5-11-2010 -p.44 © 2010 Antoni Bosch
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RETO ESTRATEGICO

Sea Proactivo, no reactivo

Sepa cuando redisefar

Involucre a todos los altos directivos
Tome decisiones

Clarifique el manejo de las Excepciones
Incentive adecuadamente

Asigne propiedad y responsabilidades
Considere diferentes niveles

Sea Transparente y eduque

10 Implemente mecanismos comunes

©CoNoGOr~ODE

Workshop ciberdelincuencia 5-11-2010 -p.45 © 2010 Antoni Bosch

RETO TACTICO e
Paso a la accion: Implementacion

1.- Priorizar acciones
— Especial énfasis matriz de riesgo ALTO
2.- Evaluar recomendaciones
— No siempre los controles o procesos recomendaaol®s adecuados a nuestra organizacion
3.- Analizar coste-beneficio
— Descripcion del coste y beneficio de implementaoo
4.- Seleccionar controles y procesos
— Deben combinarse controles de gestion, operaesyaicnicos
— Medidas organizativas y técnicas
5.- Asignar responsabilidades
— Personal interno y externo
6.- Desarrollar un plan de accion
— Equipo responsable, fechas, costes, ...
7.- Implementar los controles y procesos selecciosa
— Reduciremos el riesgo pero no lo eliminaremos
* RIESGO CERO = COSTE INFINITO

Workshop ciberdelincuencia 5-11-2010 - p. 46 © 2010 Antoni Bosch
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MOLTES GRACIES

Workshop ciberdelincuencia 5-11-2010 - p. 47 © 2010 Antoni Bosch
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