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IT-GOVERNANCE

 IT governance is the responsibility of executives and the
board of directors, and consists of the leadership,
organisational structures and processes that ensure that
the enterprise’s IT sustains and extends the

organisation’s strategies and objectives.
(Font IT Governance Institute Cobit 4.0, USA 2005)

 |IT governance: Specifying the decision rights and
accountability framework to encourage desirable

behavior in the use of IT.
(Font Weill & Ross. IT-Governance. HBSP,2004)

 IT governance: The system by which the current and
future use of IT Is directed and controlled. It Involves
evaluating and directing the use of IT to support the

organization and monitoring this use to achieve plans
(Font DIS 29382, ISO/IEC JTC1/SC7,2007)
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IT-GOVERNANCE

(Font Bosch, Antoni. Piramide IT-Governance. Barcelona 2003)

NORMAS IS0, UNE, BS, ITIL ...

Leyes, LOPD, LSSI,...

SEGURIDAD SEGURIDAD INFORMATICA

FISIOLOGICAS INFORMATIZACION
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IT-GOVERNANCE

¢, Qué decisiones se han de tomar?
¢Quién las hade tomar?

¢, Quiéen provee la informacion?
¢,Como se han de tomar?

¢, Cuando se han de tomar?

¢, Como se han de monitorizar y controlar?
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¢, Queé decisiones tomar?

LAS 5 PRINCIPALES
DECISIONES

(Welll & Ross. IT-Governance.
HBSP,2004)

Las 5 AREAS

( IT Governance Institute Cobit 4.1,
USA 2007)

Principios IT

Arquitectura IT

Alineamiento
estratégico

LOS 6 PRINCIPIOS

( DIS 29382, ISO/IEC
JTC1/SC7,2007)

Responsabilidad

Entrega de Valor

Estrategia

Infraestructura IT

Aplicaciones de
negocio

Gestion de Recursos

Adquisicion

Gestion de Riesgos

Performance

Inversiones y
prioridades

Medida del
Performance

Cumplimiento
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¢, Quién las ha ¢, Quién provee la
de tomar ? iInformacion ?

Director ejecutivo (CEO)
Director financiero (CFO)

e Monarquiade

. « Directores areas funcionales (CxO)
NegOCIOS « Director de S.I. (CIO)
° MO N arq ula d e |T . Propletarlo del proceso de negocio
_ » Director de Operaciones
e Federal « Encargado de tratamiento
] « Director de Arquitectura
e DuUO PO lio IT - Director de Desarrollo
—_ » Director de Administracion de TI.
* Feudal  Director Oficina de proyectos
1  Responsables de control.
[
An arq uia » Auditores de Sl (externos o internos)
» Consultores externos (outsourcing)
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Modelo MIT Sloan CISR

(Font Weilll & Ross. IT-Governance. HBSP,2004)

Corporate Governance
Stakeholders

Shareholders e.g., employees,

Board

ustomers, creditor

. . | . Know-how & Relationship
Financial Assets Physical Assets IP Assets

Financial Governance
Mechanisms

Executive Committee
Budget Process

Capital Approval Process
Cash Flow Management
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IT and Business Strategy

(Font Weill & Broadbent. Leveraging the New Infrastructure. HBSP,1998).

Expression
Barrier

What we
want to do

Specificatio
Barrier

What IT
Is needed

]
=
LTI

STRATEGIC pe”
CONTEXT Investment

Customers

INTENT

I

¥

STRATEGIC|

+ CORE

COMPETENCY]
X

CURRENT

STRATEGY |

B i
.
¥ &.\ v

BUSINESS

DRIVES

GOVERNANCE

IT STRATEGY

ROLES OF IT

7

\\
\
W,

4

IMPACTS

A

ALIGNS

INFORMATION

DELIVER IT

]

SERVICES|

ARCHITECTURE
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ENVIRONMENT

Opportunities: Technology
Threats: Substitutes
Constraints: Regulations

ENABLES

Implemen-
tation
Barrier

How
to justify,
Implement
And

integrate
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Modelo COBIT

(Font IT Governance Institute Cobit 4.1, USA 2007)

_ Enterprise
Enterprise = T
for IT
deliver
Information
influence
mumn

IT Processes Applications

need and People

Business Goals for IT Enterprise Architecture for IT

Business Requirements

Business
which responds R'E[ll.lil"ements drive the
to investments in
o
Enterprise POMAIS P : %
=
pris IT Resources e £ 8 g
Information Q = = g E
0 s £ | E
| T
e <
a
to deliver that are = |
ACTIVITIES
IT Processes ueed by &
950
'{\%
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PO1 Define a strategic IT plan.

BUSI Nness ObjeCtlveS PO2 Define the information architecture.
|T P rocesses PO3 Determine technological direction.

PO4 Define the IT processes, organisation and

an d Criteria relationships.
. effectiveness PO5 Manage the IT investment.
domains ggfﬁigg%ianw PO6 Communicate management aims and direction.

(Font IT Governance
Institute Cobit 4.0, USA

2005)

ME1 Monitor and evaluate IT performance. I'T
2{=10]0) @ =)

ME2 Monitor and evaluate internal control.

ME3 Ensure regulatory compliance. " \

ME4 Provide IT governance * Applications /
: * Information \/

* Infrastructure
« People PLANNING AND

ORGANISATION

AQUISITION' AND
/\ IMPLEMENTATION \
=\

DS1 Define and manage service levels.

DS2 Manage third-party services. /

DS3 Manage performance and capacity.

ng Ensure continuous service. DELIVERY: AND\
nsure systems security.

DS6 Identify and allocate costs. SUPPORT All Identify automated solutions.

DS7 Educate and train users. Al2 Acquire and maintain application software.

DS8 Manage service desk and incidents. AI3 Acquire and maintain technology infrastructure.

DS9 Manage the configuration. Al4 Enable operation and use.

availabilit :
CX?Ap";r']Xe PO8 Manage quality.

* integrity PO7 Manage IT human resources.
» reliability PO9 Assess and manage IT risks.

PO10 Manage projects.

MONITORING /

DS10 Manage problems. Al5 Procure IT resources.

DS11 Manage data. Al6 Manage changes.

DS12 Manage the physical environment. Al7 Install and accredit solutions and changes.
DS13 Manage operations



Modelo ISO 29382

— — Gobierno
‘kEvaIuarJ [ Dirigir } @nltorlza@
I -
] |
~7 — — Gestion
[Evaluar} L Dirigir J [I\/Iomtonzar}

| | A

eraciones

Responsabilidad Adquisicion Cumplimiento
Estrategia Performance Recursos Humanos
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. Cuando se han de tomar ?

MINIMA VENTAJA
MINIMO RIESGO

DATOS INFORMACION

MINIMA
Informacioén
toma decision
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Modelo CONTROL

(Font IT Governance Institute Cobit 4.1, USA 2007)

Financial Perspective

@> Goal Measures

Business’s Responsibility 3 IT’s Responsibility 3 Business’s Responsibility

- %L:I)?lltnrﬁlsss “ } T General Controls } H‘ %I:)?:t“rﬁfss L, Customer Perspective Internal Processes

Goal Measures Goal Measures
Plan and Organise

R::Sicrmﬁts — Acquire Deliver Learn and Innovate KP I

Control »Imp?:r%ent Su%l:zdort ‘ i Ag;?:’?ggd Goal Measures
Requirements I I
Monitor and Evaluate Indicadores de Objetivos(KGI)
Indicadores de Rendimiento (KPI)

« ‘ ‘ Application Gontrols } ‘ >
| |

IT Governance

DIRECT

Objectives IT Activities

= IT is aligned with PLAN
the business, DO
enables the CHECK
business and
maximises CORRECT
benefits
Manage risks Realise Benefits
- IT r-lzsources E!er.I! - security Increase Decrease
used responsibly = reliability Automation - Costs - be

= compliance be effective efficient
* IT related risks )

are managed
REPORT

appropriately
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IT Risk

(Font Westerman. MIT Sloan CISR,2005)

Enterprise IT Risks

Contlnwty Integrlty Strateglc Change

* Availability Information protection « Data accuracy, + Ability to

» Business continuity + Knowledge sharing t|mel!ness e |mp|em_ent I
) consistency strategic change

« Disaster recovery * Preventing malicious

* Regulatory compliance

i N

attacks

IT Risk Factors

Technology & Appllcatlons & People & Vendors & P0||Cy & m
I c S n oldan

» Configuration » Architecture » Turnover * SLAs « Controls - Cost cutting
management complexity  Skills planning -+ Use of firm's architecture « Organizational

» Degree of * Redundancy - Recruiting/ methods/standards « Degree of Complexity
standardization . Data consistency  training « Sole source standardization . Funding

* Age of » Degree of * |T/Business * Customer risk * Degree of processes
technology customization Relationship tolerance accountability

External Threats
MNew regulation
Virus
Geopolitical

2008 IT-Governance ABP - 14

© 2008 Antoni Bosch



Modelo COBIT

(Font IT Governance Institute Cobit 4.0, USA 2005)

Management’s Questions

How do responsible managers “keep the ship on course”? DASHBOARDS *h dicadores?

How to achieve results that are satisfactory for the :
largest possible segment of our stakeholders? SCORECARDS » Medidas?
How to timely adapt the organisation to trends and BENCHMARKING »ES calas?
developments in the enterprise’s environment? ]
Non-
Existent Initial Repeatable Defined Managed Optimised
0 1 2 3 4 5

| | II | I‘

LEGEND FOR SYMBOLS USED LEGEND FOR RANKINGS USED

Enterprise Current Status 0 Non-Existent — Management processes are not applied at all
- I rnational Standard 1 Initial — Processes are ad hoc and disorganised
Guidelines 2 Repeatable - Processes follow a regular pattern
‘ Industrv Best P ti 3 Defined — Processes are documented and communicated
ndusiry st Fractice 4 Managed — Processes are monitored and measured
Enterprise Strategy 5 Optimised — Best practices are followed and automated
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IT-GOVERNANCE In one page

(Font Weill & Ross. IT-Governance. HBSP,2004)

1. Pregunta: 2. Pregunta:
¢Que importancia otorga a los siguientes resultados del IT-Governance de ¢Cual es la influencia del 1T-Governance de su organizacion en los
su organizacién en una escala de 1 (nada importante) a 5 (muy importante)? siguientes resultados en una escala de 1 (nada importante) a 5

(muy importante)? X

" !

a. Coste de la utilizacion efectiva de las IT X =
b. Utilizacion efectiva de las IT para el aumento de negocio X =
c. Utilizacion efectiva de las I'T para el uso de los activos X =
d. Utilizacion efectiva de las IT para ganar flexibilidad empresarial X =
Importancia total = Total=
3. Calcule los resultados de gobierno: (Total x 100) / (5 x Importancia Total) =
(Importancia Resultados*Influencia)/5*Importancia Resultados

1. Nuestros directivos pueden describir con detalle el IT-Governance de la organizacion.

2. Nuestro IT-Governance fue disefiado de forma activa y no mediante acciones descoordinadas.

3. Nuestro IT-Governance es estable y ha sufrido pocos cambios en los afios recientes.

4. Los gerentes que no conocen el IT-Governance reciben asesoramiento con el objetivo de que puedan seguir las directrices establecidas.

5. Hay un nimero muy reducido de objetivos de negocio claves que dirigen el disefio del IT-Governance.

6. Tenemos unos procesos de excepciones rapidos y bien definidos.

7. El IT-Governance tiene un(os) claro(s) propietario(s) y existen indicadores de medida del éxito.

8. Los sueldos, los incentivos y el IT-Governance estan en concordancia.

9. Tenemos un IT-Governance efectivo en la totalidad de la organizacién y en concordancia con los objetivos de negocio.

10. Nuestro director de Sl podria ausentarse dos meses y nuestro I T-Governance seguiria funcionando correctamente.

Evalle en una escala de 1 (muy en desacuerdo) a 5 (muy de acuerdo): x 2 = TOTAL -
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GOBIERNO DE LAS TIC
IT GOVERNANCE

Sea Proactivo, no reactivo

Sepa cuando redisenar

Involucre a todos los altos directivos
Tome decisiones

Clarifigue el manejo de las Excepciones
Incentive

Asigne propiedad y responsabilidades
Considere diferentes niveles

Sea Transparente y eduque

10 Implemente mecanismos comunes
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